Phu luc: Thang tin cac 16 hong bao mat
(Kemtheo congvanso  /UBND-VHTT ngay thang 5 nam 2022 cua
UBND huyén Cam Thuzy)

1. Théng tin céc 16 hong bao mat

STT CVE MO ta Link tham khao

- Piém CVSS: 9.8 (Nghiém
trong)

- L& hdng trong Windows
LSA cho phép d6i tuong tan
cdng khdng can xac thuc cé
thé thuc hién tan cong gia
mao (spoofing) két hop Voi
1 CVE-2022-26925 NTLM relay attack tir do
nang cao dic quyén trong hé
théng muc tiéu.

https://msrc.microsoft.co
m/update-guide/en-
US/vulnerability/CVE-
2022-26925

- Anh huéng: Windows
7/8.1/10/11, Windows
Server

2022/2019/2016/2012/2008

- Piém CVSS: 8.8 (Cao)

- L& héng trong Active
Directory Domain Services
cho phép dbi tuong tan cong
2 CVE-2022-26923 | thuc hién nang cao dac
quyeén.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2022-24491

- Anh huéng: Windows
8.1/10/11, Windows Server
2012/2016/2019/2022.

- Piém CVSS: 9.8 (Nghiém
trong) https://msrc.microsoft.co
m/update-

guide/vulnerability/CVE
-2022-26937

3 CVE-2022-26937 | - Ld hong trong Windows
Network File System cho

phép dbi tugng tan cong
thuc thi ma tir xa.




- Anh huéng: Windows
Server
2008/2012/2016/2019/2022

CVE-2022-29972

- Lb héng trong Magnitude
Simba Amazon Redshift
ODBC Driver cho phép déi
tuwong thuc thi ma tur xa.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CVE-
2022-29972

https://msrc-
blog.microsoft.com/202
2/05/09/vulnerability-
mitigated-in-the-third-
party-data-connector-
used-in-azure-synapse-
pipelines-and-azure-
data-factory-cve-2022-
29972

CVE-2022-21978

- Piém CVSS: 8.2 (Cao)

- L& héng trong Microsoft
Exchange Server cho phép
dbi twong tin cong thuc
hién nang cao dac quyén.

- Anh huéng: Windows
Server 2013/2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2022-21978

CVE-2022-22017

- Piém CVSS: 8.8 (Cao)

- L& héng trong Remote
Desktop Protocol Client
cho phép déi tugng tan cong
thuc thi ma tu xa.

- Anh huong: Windows 11,
Windows Server 2022.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2022-22017

CVE-2022-29110

- Piém CVSS: 7.8 (Cao)

- L& hong trong Microsoft
Excel cho phép dbi tuong
tan cong thuc thi ma tir xa.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE
-2022-29110
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- Anh huong: Microsoft
Office Web Apps Server
2013, Microsoft  Excel
2013/2016.

- biem CVSS: 7.8 (Cao)

- L& hong trong Microsoft
SharePoint Server cho phep
dbi tuong tan cong thuc thi | https://msrc.microsoft.co
ma tur xa. m/update-
guide/vulnerability/CVE
-2022-29108

8 CVE-2022-29108
- Anh huéng: Microsoft

SharePoint Server
2016/2019, Microsoft
SharePoint Foundation

2013.

2. Hwéng dan khic phuc

Husng dan chi tiét khic phuc céc 16 hong bao mat trén tai dia chi:
https://attt.thanhhoa.gov.vn (Muc Huwréng ddn = Kj nang An toan théng tin)

% TRUNG TAM DIEU,HANH AN TOAN
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Trangchi  Tintdc  Canhbdo | Hudngdan | Hotrg

K§¥ nang an toan thong tin

Cong cu

Video

Du bao s6m nguy co tan cong mang
trén dién rong

Trong thoi gian gan day, Cuc an toan thdng tin, B6 Thong tin va Truyén thong da ghi
nhan c6 cac diém y&u, 16 hdng bdo mét nghiém trong lién quan dén cac trang thiét bi,
may tinh va phan mém hé diéu hanh dang dugc str dung rong réi tai Viét Nam. L6 hong
nay khong chi don gian la khai thac dugc khi c6 quyén truy cap truc tiép vao may
tinh/méy chi cai dat phién ban hé dieu hanh Windows bi anh hurdng, ma con co thé tén
céng théng qua mdt may tinh trong mang. Trén co s& do va thuc t& trién khai cong tac
giam sat an toan thong tin nhitng nam qua, Trung tam NCSC du bao sém 16 héng nay
hoan toan cév\/é' dugc tan dung dé tién hanh céc chién dich tan céng c6 chd dich APT
16n trén quy méd rong trong thai gian ngan sép t6i vao khdng gian mang Viét Nam

Q BAM VAO DAY DE XEM CHI TIET

3. Tai liéu tham khao
https://msrc.microsoft.com/update-quide/releaseNote/2022-May
https://www.zerodayinitiative.com/blog/2022/5/10/the-may-2022-security-

update-review



https://attt.thanhhoa.gov.vn/
https://msrc.microsoft.com/update-guide/releaseNote/2022-May
https://www.zerodayinitiative.com/blog/2022/5/10/the-may-2022-security-update-review
https://www.zerodayinitiative.com/blog/2022/5/10/the-may-2022-security-update-review

