Phu luc: Thong tin c4c 16 hong bao mat
(Kém theo cong vin s62111/UBND-VHTT ngay 23 thang 8 ndm 2022 ciia UBND huyén)

1. Théng tin cac 16 hong biao mat

STT

CVE

Mo ta

Link tham khao

CVE-2022-34713

- Piém CVSS: 7.8 (Cao)

- L& hong trong Microsoft
Windows Support Diagnostic
Tool (MSDT) cho phép dbi
tuong tan cong thyuc thi ma tir
Xa.

- Anh huéng: Windows
7/8.1/10/11, Windows Server
2008/2012.

https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-34713

CVE-2022-21980
CVE-2022-24477
CVE-2022-24516
CVE-2022-30134

- Piém CVSS: 8.0 (Cao)

- L& hoéng trong Microsoft
Exchange Server cho phép dbi
tugng tin céng thu thap théng
tin va thyuc hién leo thang dac

quyén.

- Anh huéng: Microsoft
Exchange Server
2013/2016/20109.

https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-21980
https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-24477
https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-24516
https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-30134

CVE-2022-35804

- Piém CVSS: 8.8 (Cao)

- L6 hong trong SMB Client
and Server cho phép ddi tuong
tan cong chua xac thuc ¢ thé
thye thi ma tir xa.

- Anh huéng: Windows 11.

https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-35804

CVE-2022-34715

- Piém CVSS: 9.8 (Nghiém
trong)

- L& hong trong Windows
Network File System cho phép
dbi tuong tan coéng chua xéc
thuc c6 thé thuc thi ma tir xa.
- Anh huong: Windows
Server 2022.

https://msrc.microsoft.com
/update-
guide/vulnerability/CVE-
2022-34715
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516

- Piém CVSS: 7.5 (Cao)

- Ld hong trong Microsoft
Outlook cho phép ddi tuong tin
cong thye hién tan cong tir chdi | https://msrc.microsoft.com
dich vu. /update-

- Anh hudng: Microsoft | guide/vulnerability/CVE-
Outlook 2012/2016, | 2022-35742

Microsoft ~ Office  LTSC
2021/2019, Microsoft 365
Apps.

5 CVE-2022-35742

2. Hwéng din khic phuc
Huéng dan chi tiét khac phuc cac 16 hong bao mat trén tai dia chi:
https://attt.thanhhoa.gov.vn (Muc Huréng dan = Ky ndang An toan thong tin)

“G&") TRUNG TAM DIEU HANH AN TOAN
\ET) AN NINH MANG TiNH THANH HOA

Trangchi  Tintdc  Canhbao | Hudngdan | Hotrg

K§ nang an toan thong tin

Cong cu

Video

Du bao sdm nguy co tan cong mang
trén dién rong

Trong théi gian gan day, Cuc an toan thdng tin, B Thong tin va Truyén thong da ghi
nhan co cac diém yéu, 16 hdng bao mat nghiém trong lién quan dén cac trang thiét bi,
may tinh va phan mem hé digu hanh dang dugc str dung rong réi tai Viét Nam. L6 hong
nay khdng chi don gian la khai thac duoc khi co6 quyén truy cap truc tiép vao may
tinh/may chd cai dat phién ban hé digu hanh Windows bi anh huéng, ma con co thé tan
cong thong qua mot may tinh trong mang. Trén co s¢ d6 va thuc t& trién khai cong tac
giam sét an toan thong tin nhitng nam qua, Trung tam NCSC dir bao som 16 héng nay
hoan toan cé’p‘é dugc tan dung dé tién hanh cac chién dich tan cong c6 chi dich APT
16n trén quy mé rdng trong thoi gian ngén sép t6i vao khdng gian mang Viét Nam

Q BAM VAO DAY DE XEM CHI TIET

3. Tai li¢u tham khao
https://msrc.microsoft.com/update-guide/releaseNote/2022-Aug
https://www.zerodayinitiative.com/blog/2022/8/9/the-august-2022-security-update-
review
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